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ABSTRACT

Social media is an invaluable tool when seeking information or evidence in criminal cases or in finding
missing persons. Social media encompasses vast amount of information such as videos, photos, texts posted
by criminals, witnesses and/or victims itself.

Social media forensics helps recuperation of electronic evidence from social networking sites which often
plays a crucial role in the conviction of a suspect. However, there barely exist any applications which can
aid in identifying a deceased person.

For identification of deceased, forensic odontologists search for antemortem data such as dental casts, X-
ray images, portrait pictures showing the anterior teeth etc., for comparison with the post-mortem data.
Archetypal features such as tooth rotations, diastemas, missing teeth, supernumerary teeth, crowded teeth,
recognizable removable/fixed prostheses and other attributes could be present in the missing person’s
profile and can be crosschecked during the autopsy of the unidentified corpse. For this reason, smile photos
represent one of the most common sources of dental information, especially when no technical antemortem
dental data is available. To date, there is only one forensic application for smartphones which helps in
storage of antemortem smile photo of individuals. Storing the antemortem data that is easily accessible
from the social media network aids as an important forensic tool especially in natural disasters or terrorist
attacks where human identification process can be arduous.
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Attribution-NonCommercial-ShareAlike 4.0 License, which allows others to remix, tweak, and build upon
the work non-commercially, as long as appropriate credit is given and the new creations are licensed under
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1. Introduction

fingerprinting are some of the commonly used procedures
for human identification. 3

Human identification is one of the strenuous tasks for
the forensic specialists whenever a catastrophe strikes.
Identification of the victims of the disaster is imperative
from a judicial point of view as well as from a humanitarian
point of view.! For discerning the unidentified bodies,
the antemortem data is compared with the postmortem
findings.?

Recognition using clothes and belongings, identification
using scars, tattoos, analysis of skeletal remains, DNA
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However dental identification remains one of the most
dependable and widely applied parameters in identification
of bodies since dental tissue is amongst the hardest
structures in the human body which is resistant to a
number of adverse conditions such as trauma, mutilation,
immersion, incineration and putrefaction.4 The tooth has
the ability to withstand extremely high temperatures without
perceptible loss of microstructure, it can survive for a
long time even after the destruction of other skeletal and
soft tissues.® Therefore, forensic odontology has always
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played a vital role in identification of individuals in several
circumstances such as mass disasters, crime investigations,
ethnic studies as well as in cases of decomposed, and
disfigured remains in traffic accidents, fires, and man-made
disasters like terrorist attacks and bomb-blasts. °

2. Social Media Forensics

Social Networking websites are widely used for people
to openly exchange ideas and to interact publicly in
cyber space. It would seem that the introduction of Social
Networking Sites (SNSs) tapped into the human desire to
be able to communicate with other like-minded individuals
in a convenient and reasonable way.Social media helps the
users to interact and socialize, and upload photos and files,
participate in various activities/events.” Globally, around
58.4% use social media, which comprises more than half
of the world’s population. As of 2022, 4.62 billion people
around the world are using social media.® The social media
mammoth attracts billions of people every day, and it is
increasing exponentially.

With the understanding that a majority of the world
population is using social media in some or the other form,
it is implied that criminals and suspects in question are also
likely to have social media accounts. The texts, pictures or
any other probative evidence posted by the person of interest
(POI) can be obtained, easily assessed and monitored which
can help in solving many criminal cases.’

The global positioning systems (GPS) technology usage
in social media has leveraged location-based searching of
the POL. This process, known as geolocation, allows users
to tag locations in different social media applications. In
addition to identifying the location of criminal activities,
investigators can use geolocation data to identify, monitor
and solve missing person’s cases. '°

3. Role of Forensic Odontologist in Social Media
Forensics

Forensic odontology has been playing a significant role in
the identification of missing persons as well as commingled
and dismembered human remains. Dental anomalies,
restorations, prostheses etc. peculiar for each individual
guides the forensic odontologists in identification of the
victims of mass disasters.!! And in order to retrieve the
ante-mortem data, the experts can rely on the pictures
uploaded on social media owing to the fact that smile
photographs constitute a well-founded reference in dental
antemortem data collection. '?

Dental characteristics in unidentified persons helps in
the comparison of ante-mortem and post-mortem data and
confirm the identity of an individual. The dental attributes
can potentially lead to a positive identification in similar
manner as in case of morphological fingerprints and DNA
profiling. However, these dental characteristics may not be

of much help to the forensic investigator in absence of ante-
mortem dental records. '3

4. Use of Selfie Photographs as a Forensic Tool

In the absence of dental documentation, the smile
photographs play an important role in this comparison
of ante-mortem and post-mortem data.'* Comparisons
between the ante-mortem and post-mortem photographs can
be made using two techniques which are the ‘smile line’ and
‘superimposition.” 12

Miranda et al were the first ones to use ‘selfie’
photographs in order to identify a carbonized body’s
identity.'> The investigators compared the post-mortem
smile line with ante-mortem smile line from the selfie
images retrieved from the deceased’s cellphone (Figure 1).
Hence, the selfie photographs helped in identification of the
completely carbonized body.
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Fig. 1: Ante-mortem (A) and post-mortem (B) smile lines
superimposed (C) for comparison

Image courtesy: Miranda GE, de Freitas SG, de Abreu
Maia LV, Melani RF. An unusual method of forensic human
identification: use of selfie photographs. Forensic science
international. 2016 Jun 1;263:e14-7.

Analysis of smile photographs for human identification
has the advantages of low cost, rapid speed, and
high reliability of the results. However, there are some
disadvantages as well, such as the low image quality, limited
number of teeth visibility in the photograph and possibility
of morphological changes in the tooth features since the
antemortem photo has been taken. '°

Nuzzolese et al. introduced an application for
smartphones called “Selfie Forensic ID” App which
employs selfie and face photographs to create a social
networking archive of dental data and dental features of the
anterior teeth and smiles of registered individuals. !’
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Fig. 2: A selfie picture of visible teeth within the centering grip of
the selfie forensic ID App

Image courtesy: Nuzzolese E, Lupariello F, Di Vella G.
Selfie identification app as a forensic tool for missing and
unidentified persons. Journal of forensic dental sciences.
2018 May;10(2):75.

Individuals have to enter their names and click selfies
in a smiling position which will be stored in the social
media archives with a unique ID. The images taken in
the application will be clear and oriented since there is
a central grid available while clicking pictures. When
searching for unidentified and missing persons such as in
disasters or terrorist attacks, search of a name or surname
in the internet may reveal photos of the face and the smile
of a missing person with a profile compatible with the
postmortem data. The dental characteristics and variations
aid in the comparison of antemortem and postmortem match
therefore confirming or excluding the identity of one or
more individuals. !

The uncalled catastrophes and terrorist attacks result
in the premature death of innocent people and it is
paramount that the victim’s bodies do not go unidentified
for humanitarian reasons. Hence, the use of Applications to
store the ante-mortem data is critical.

5. Conclusion

The dental characteristics can be an excellent source of
antemortem data which aid in identification of victims
of mass disasters as well as the bodies of those
which are completely burnt, mutilated or putrefied, thus
revolutionizing the face of forensic identification. It is
suggested that dental practitioners make a note of these
defects in their routine practice so that the information

is available for matching dental records during forensic
investigations. In forensic odontology, new methods of

identification must be sought to accommodate technological
evolution, particularly in the absence of traditional
methods of comparison, such as clinical record charts and
radiographs.
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